OOPTFNET

Gel optimal inte






COPYRIGHT

"4
G
TRADEMARK ATTRIBUTIONS

1 1$%! & 1111 N
1 &+18& 5% ! &+ 1" 11 &+1" 1$%
e (1 &+ (11 &+
QH-# | * &H-H# 1 | &H-#! &+ &t-
XD &+ K LD L R LD % o
ML X L)"&H K L) &+
11&+0 11 &++1 11 &+ #
4 11 &+ ! 5
"6 #

G
LICENSE INFORMATION

& #) %7 &#*1,%))8 *#H$ O # * *-# ]
0! )-& "1 8% %*&0#"1$ 90-&0 "I" ,*0 0! .!
%", Ol)-&! "I'", Of*l

&) & &*
P rer ' %"
e &#-#16&+
#1 x &#E-#1 1 11 (-/
JHEL&+ "% HE DL "%
EL T &+
Mn&+! 11& %2 3
5 -"# 6
5

LH) HA & S
) P HS & $-- "% 0




TABLE OF CONTENTS

N I A

@

<

0 -0-0"
I &9I(, )™
&) ).
P& -1
I & )# .w#.!"
( *9"."N$90! %"-. I &

9 1(,)* "&%* 8
) &2-.  "IF-&1,* #1M()&21$- ¥

#&-#- *  PW&-#- , 0 "18&%*- 8 " %- |
()8&2-. ;  )IUOH- . #$$9)#HS * uen

( )8&2-. -"#  +1"#-, * g

( )&2-.1 +#)

% $#1"

180 -&#) 2 9)1$.]
"8+ &+#-(-)-8

$

? gl M # %"

?, &o#.! #"9 *$

?: & #

?5; & * A 6# !
?7< s, 3", 9141 % B ! 4
?= #Hrals

?? *18 "I -

: & % -

: " 7# 6%

- 5

o< 9 & 5

D ? ,

Do (

0 g %*))-"t 3(0#&2B9 0-! )" 4
< Ko 3(* 9"-.0-" *8 4
=, )k )

= I 6%

T= &

1= & 6!

== $

1?2 & *(%- CH$$ 9 1(-1" 01,1

L H#H$#H&IS & ,-%-
D> * &), -

> ;

T> - +

>< I+

'_©@©VVVVVVV"""

@@Vc\oﬁ‘}lﬂ:

A A




> =

> 7
T>
> >
@
%
&

&
9

N %8 . 0 () &2- .

<@
<@

A




1.2 OPTENET PC Web filter
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1.3 Protocol Filtering




1.4 Effectiveness
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1.5 OPTENET PC Languages
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1.6 Browsing speed when using OPTENET PC
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1.7 Web filter Security
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1.8 Unblocking Service for Pages blocked in error
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1.9 Activation or Deactivation of the Security Sui  te
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1.10 Blocking P2P file sharing and download progra  ms
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1.11 Blocking Instant Messaging Programs
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1.12 Blocking eMail
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1.13 Updates
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TECHNICAL R

EQUIREMENTS

2.1 Technical Knowledge

2.2 System Compatibility

v+
v+
v+
v+




A

;3“ ION PR

OPTENET Security Suite - InstallShield Wizard

Elegir idioma de instalacion

Seleccione uno de los idiomas siguientes para la instalacion,

Portugués (brasilefio)

| istallShild

[ <A-tlé& || ,Siguiente-)i [ Cancelar ]
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DPTENET Security Suite Setup

OPTEMET Security Suite

END USER AGREEMENT il

PLEASE READ CAREFULLY
GEMERAL TERMS AMD COMDITIONS FOR SERVICE PROMISION

1. Definitions

OPTEMET: a Spanish company that has developed products and services to be
contracted by an End Customer through a previouzly authorized Partner and whao holds
the property rights over such products and services.

Fartner: The company with whom the Custamer contracts the OPTEMET Service and who
iz authorized to market the OPTEMET products and services with the temitory of Spain, ;I

% | accept the terms of the license agreement
| do not accept the terms of the license agreement

Imztall hisld

< Back | Mest > I Cancel

DOPTENET Security Suite Setup

Setup Statuz

OPTEMET Security Suite Setup is performing the requested operations.

Installing

C:5. vbyel trphDigk 1 Smplnstal O ptenetFileshavik avBibazeld e kde

IrstallShield

Cancel

& 5 E

DOPTENET Security Suite Setup

Select the folder where pou want to install the software in.

In order ta install OPTEMET Security Suite in the choozen folder click an 'Mext".

C\Program FilestOPTEMET Security Suite Browse... |

" Destination Folder

IrstallShield

< Back | Mexst > I Cancel
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OPTENET Security Suite Setup

OPTEMNET Security Suite password

Tuype the pazzword for administering OPTEMET Security Suite

Attention! Optenet’s password protection helps ensure that only the administrator can make
changes to the setup and remove the program. It is recommended that vou choosze a password that
only you know and keep it in a safe place.

YOU WILL MEED THE PASSWORD IN ORDER TO UMINSTALL OPTEMET AT A LATER TIME!

Enter the password please:

Fie-enter the pazzsword please:

optenet com

< Back I MNext > I Cancel




OPTENET Security Suite Setup

Question, Answer

If pou Forget pour password the service can send it to an email address. As
security measure, you will be asked a question first.

Setup Statusz




OPTENET Security Suite

In order for OPTENET Security Suite to be installed properly,
you must re-start the computer.

% Yes, | want to restart my computer now.

= Mo, | will restart my computer later.

Qptenet Security Suite Adminiskration
pdate now

Buy License

Deactivate Content Filker
Deactivake Ankivirus

Start antivirus analysis

Me= ning
Filer Active

Filter hasbeen deactivate d manulhy.

Software or anvirus signatures ane being update d.

LR R
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CONFIGURATION

» pETE
< @
@9% OPTENET SECURITY SUITE PC oo e sy [ e

4oy i2008 Connection Enabled




-
Services Tabs.

Additional Tabs:
- General: General Settings

- Reportsi{monitar Service activity)

Mavigation Bar:

- Previous Page
- Home

- WebFiter (Contert Filter, Parental Control, Application Manager)

©4 OPTENET Security Suite
= N

l Change languacge I

Contact us information:
- Customer Support
- Technical Support

Exit

/' Get optimal internet

(JOPTENET [ OpreNET SECURITY SUITE PC

[ General | () Webfilter | @ Reports

]

General General >> Services status
Services status
Services status
Change password
Upgrading

Advanced options

Proxy

( Portugués Espariol

Webfiter: ] Active - i O

&

OK

English ]( Contact ]E:‘ * Log Ou
| %)

30/Mar/2010 Connection Enzbled

Contextusl Menu.
It changes according to the service that has been selected (selected TAB).

11 7
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GENERAL
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General

Services status
Change passwiord
Lipgrading

Ldvanced options

Prioey
5.1 Service Status
"o " 7

B [ N

(JOPTENET  OpieNET SECURITY SUITE PC [rorts [ gt | e | [canta | © » osou

Get optimal internet optimal internet

| General | ﬁ Webfilter l@ Reports ‘ @ @

#6JMariz010 Connection Enabled

General => Services status
== Services status

Services status Webfiter: @

Change passwiord

Advanced options

General

Prozy
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5.2 Change Password

7

General == Change password

== {Change password

The password set here is used to access the filtter configuration pages. You can also optionally add a question (or phrase) that wil
help you remember the password.,

Current passward: | |

Meswy password; | |

Repeat the new password: | |

f#1 ok 1 view details |

== Bession lifetime (minutes)

Set the delay for the password to be requested again [admin session), avoiding the risk of unauthorized access using an open adrmin
SEEEi0n,

Session ifstime {minutes): |30 |
(Clarsad time. 15}

5.2.1 Changing the Administrative Password




5.2.2 Changing Password Recovery Question/Answer an

Address

General == Change password

== Change password

The password set here is used to access the filter configuration pages. You can also
optionally add a question (or phrase) that will help you remember the password.

Current password: ||

New passwurd:|

Repeat the new password: |

[# ok I{ View details |

M

d Emalil




General > Change password == View details

== View details

-If you forget your passwiord you will be shown this question and, if answered correctly, your passwiord will
be sent to the email address you configure here,

For exarmnple you could use --wWhat's the narme of my first cat?--, with the answer --Felix--. The answer is
Case-sensitive; Felix is not the same as fel, fElix etc,

Please note too that this question wil be shown to anyone that atternpts (and fails) to enter in the

configuration pages. For this reason you should choose a question that only you know the answer to.-

Question: |Da_l,l thiat | meet ry wife |
Lgwer: |01A07/2003 |

Ernail address: |myaccount@mydomain.com |

(@ ok [ Back ]

N 5 500 PQ7

H 7

Password Reminder

Answer the password reminder and receive your password now

Question: Day that | met rmy wife

Answer: |

Cannot rermermber the answer? The password will be emailed to your ermail
account, myaccount@myDomain.com

If you answer the question carrectly your password will be sent to the email address you configured during the
installation or the last time you changed your password,
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Correct answer. Your password 18 3000000000(
231(,1,1'1 +-4 01 0315+ 2171 " 5 +-4 831(0+ 9(- 5+ 5 /+--41,
S 131( )+ 4, -, 03 H
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5.3 Upgrading (Software update)

== Upgrade scheme

' sutomatic
& alert when new versions are avalable
' Manual

¥ Play sounds when new versions are available,
[T Inform visualy when new versions are available,

(@ DK

Optenet Security Suite W, 10.09,39 (huild 2267)
Last update 13 March 2010

[ Check for new versions jr

5.4 Advanced Options

General == Advanced options

'i,% Advanced options

our current license code is:
Your current installed product is: [OPTEMET Security Suite

Mew license code: | |- [ ] - | | -

@ Change License Code jr




5.5 Proxy Settings

E - E H

General == Proxy

== Proxy

Configure a proxy for Internet access
@& Do not use a proxy

' Enter proxy configuration

Prowy HTTR: [ ] Part:
T Prowy needs authertication
T —
Password: [ ]
Retype Password: [ |




6 WEB FILTER

|

@ Webfilter

Configuration
Personal URL lists
Reports

Profiles
Contribution
Advanced conf,

Protocols

6.1 Configuration

9 y
% 5-

6.1.1 Filter Status: Activate/Deactivate
8 H 7




= Filter activation

6.1.2 Internet blocked due to repeated attempts to access forbidden
pages

== Internet Access blocked by repeated access attempts

[T Block Internet access for repeated access atternpts to restricted pages,

Send emal to: | |

@ Save Configuration ] [ Unblock ]

5E

» 5

6.1.3 Selecting Web Categories to block

" 59 5
( 57
== Categories to filter:
[T alcohol and tobacco [T Crline storage ¥ Anonymizers WV anorexia and bulimia
[C Gambling [T Banners ¥ Eombs I© chat
[T Shopping T webmai ¥ Drugs T Dating
[T Forum [T Photo and video [T Hackers T Games
[T Adult games [T Instant messaging T Models T Music
[T Personal wehsites ¥ Paornography V¥ Racism T Radio and tv online
[T social netwarks [T Society ¥ Sects T P2p cervers
[T Sexuality T Spyware v ‘iolence
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6.1.4 SafeSearch
3

6.1.5 File types to be filtered
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6.1.6 Browsing schedules
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6.2 Personal URL lists (Black & White Lists)
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6.3 Reports (Browsing history)
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6.4 Filtering Profiles

9 &

| Eg. Establishing different restrictions for your 10-year old child, your 16-year old child and for yourself.

#




6.4.1 Enabling/Disabling the use of Profiles
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6.4.2 Creating a new profile
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6.4.3 Configuring/Editing a profile
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6.4.4 Deleting a filtering profile
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6.5 Contribution — Add Websites to the filter
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6.6 Advanced Configuration

#

6.7 Protocol filtering
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6.7.1 P2P
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6.7.2 Instant Messaging
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6.7.3 EMall
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6.7.4 Newsgroups
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6.7.5 Chat
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6.7.6 Virtual Worlds
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6.7.7 Other
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6.8 Reinforcing the blocking
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